[Iprnoxenue NQ 2
NuadopmanmnoHHas mamsTKa s 00yJaronuxcs AJj1s pa3MeleHus Ha ouIiuaabHbIX THTepHeT-
pecypcax

C KaxApIM TOIOM MOJIOJIE?KM B WHTEPHETE CTAaHOBUTHCA OOJIbINlE, a IIKOJBHUKU OJIHH U3 CaMBIX
aKTUBHBIX MoOJib30BaTesiedl Pynera. Mexay TeM, MOMHMO OTPOMHOTO KOJIMYECTBA BO3MOXKHOCTEU,
WHTEPHET HeceT U IpobJieMbl. JTa MaMATKa I0JKHA TIOMOYb Tebe 6e3011acHO HaXOIUThCSA B CETH.
KomnbioTepHbIE BUPYCHI
KommnbpioTepHBINI BUpPYC - 3TO Pa3HOBUAHOCTh KOMIIBIOTEDHBIX IIPOTPAMM, OTJIMYUTEIbHON
0COOEHHOCTBI0O KOTOPOH SIBJIsIETCS CIOCOOHOCTh K Pa3MHOXKEHHUI0. B /omosiHEHUE K 3TOMY, BHPYCHI
MOTYT TIOBPEJIUTh WJIM TIOJHOCTHIO YHHUUTOXKHUTH Bce alijibl U JIaHHBIE, TOJKOHTPOJIbHbBIE
MI0JIb30BATEJII0, OT IMEHHU KOTOPOTO ObLIa 3allylleHa 3apa’k€éHHasA MporpaMma, a Tak»Ke MMOBPEIUTh WU
Ja’ke YHUUYTOXKUTH OIEPAMOHHYIO0 CHUCTEMY CO BceMu (ailylaMu B 1ieJioM. B GOJIBIITMHCTBE CiIydaeB
pacrnpocTpaHAITCA BUPYChl Yepe3 UHTEPHeT.
MeTo/1bI 3aLIIUTHI OT BPEAOHOCHBIX IIPOTPAMM:
1. Mcnosb3yli coBpeMeHHbIe OIlepaIluOHHbIE CUCTEMBI, UMeIOIINe CePbE3HBIN YPOBEHb 3aIUTHI OT
BP€JIOHOCHBIX IIPOTPaMM;
2. [TocTossHHO ycTaHABIUBAM MauTH (U POBHIE 3aIIaTKU, KOTOPbIE aBTOMAaTUYECKU YCTAaHABINBAIOTCS
C IeJIBI0 IOPabTKU MPOrpaMMBbl) U APyTrre OOHOBJIEHUS CBOEU ONeparimoHHON cucTeMbl. CkaunBau ux
TOJIBKO ¢ OduIUaIbHOTO caiita paspaborumka OC. Ecium cymiectByer peXUM aBTOMAaTUYECKOTO
OOHOBJIEHHS, BKJIIOYH €I0;
3. Paboraii Ha cBoeM KOMIIBIOTEPE 107 IIPABaMU [10JIb30BaTEJA, 4 He 3/IMUHUCTPATOPa. DTO HE TO3BOJIUT
OOJIBIITMHCTBY BPEAOHOCHBIX ITPOTPAMM MHCTAJIMPOBAThCA HA TBOEM IIEPCOHAITBHOM KOMITBIOTEPE;
4. UWcnonp3y!l aHTHUBUDYCHble IpPOTPAMMHBIE IIPOAYKTBHI U3BECTHBIX IPOU3BOAUTENIEH, C
aBTOMAaTHYECKUM OOHOBJIEHUEM 0a3;
5. Orpanuub pU3NYECKUU JOCTY K KOMIIBIOTEPY /I/Is1 IOCTOPOHHUX JIUII;
6. Mcniosip3yli BHElIIHME HOCUTEU WH(pOpMaLy, Takue Kak ienika, IUCK Win (ailsl 13 UHTEPHETA,
TOJIbKO U3 PO epEeHHBIX HCTOUYHUKOB;
7. He oTKpbIBail KOMIIbIOTEPHBIE (DAMIIBI, TOJTyUYEHHBIE U3 HEHAEKHBIX UCTOUYHUKOB. Jlaxke Te daliinl,
KOTOPBIE IIPUCJIAJ TBOM 3HAKOMBIH. JIydIlle yTOUHU Y HETO, OTIIPABJISA JIM OH Tebe uX.
Cetu WI-FI
Wi-Fi - 3T0 He BU/ Nepeadyy TaHHBIX, HE TEXHOJIOTHS, a BCETO JIUIIb OpeH/i, Mapka. Eie B 1991 roxy
HU7lepJIaHJICKasA KoMIaHusA 3apeructpupoBana Openn «WECA», uTo 0003HAaUYasio CJIOBOCOUYETAHHE
«Wireless Fidelity», koTopsIii mepeBoIUTCS KaK «OeCITPOBO/THAS TOUHOCTD>.
Jlo Hamiero BpeMeHU JIolLIA Apyras abbpeBuaTypa, KOTOpas fABJAETCA TAKOU Ke TeXHOJOTHel. ITO
abbpeBmuatypa «Wi-Fi». Takoe Ha3BaHuWe OBUIO JJaHO C HAMEKOM Ha CTAaHZAPT BBICIIUI 3BYKOBOU
texHuku Hi-Fi, 4To B mepeBo/ie 03HAUaeT «BBICOKAs TOYHOCThY.
Jla, 6GecryiaTHBIN UHTEPHET-/IOCTYII B Kade, OTEJISIX U a3pOIOPTax ABJISETCA OTIMIHON BO3MOKHOCTHIO
BBIXOJIa B MHTepHeT. HO MHOTrHe 3KCIEePThI CUUTAIOT, UTO obienoctyHbie Wi-Fi ceTu He ABJA0TCA
6e301macHBIMH.
CoBetbl 10 6€3011aCHOCTH paboTe B OOIIEAOCTYITHBIX ceTsax Wi-fi:
1. He mepeziaBail cBow ysinuHyio uHopMaluio uyepe3 obmenocrynHble Wi-Fi cetu. Paborasa B HuX,
>KeJIaTeJIbHO He BBOJIUTD NAPOJIU JOCTYIIA, IOTUHBI 1 KAKHEe-TO HOMEPA;
2. Mcnosp3yit 1 OOHOBJIAN aHTUBUPYCHBIE MPOrpaMMbl U OpaHaMayep. Tem caMbIM Thl 006€30IIaCHIITH
cebs1 OT 3aKauKU BUpyca Ha TBOE YCTPOMCTBO;
3. IIpu ucnionpzoBaunu Wi-Fi otkrtoun ¢yHkiuo «O6mui JocTym K dpaiyiaM 1 mpuHTepam». JlaHHas
(pyHKIMA 3aKpBITa IO YMOJYAHUIO, OTHAKO HEKOTOpbIE M0JIb30BaTeIU aKTUBUPYIOT €€ /A yA00CcTBa
HCIIOJIb30BaHUs B paboTe MK yueoe;
4. He wucrnonpayur nyosmwmunsiii WI-FI 11 mepegaum JIMYHBIX JAaHHBIX, HAIpUMep JIJIA BBIXOZIAa B
COIMAJIbHBIE CETH WJIU B BJIEKTPOHHYIO IIOYTY;
5. Mnosie3yi ToJibKO 3amuineHHoe coenuenue uepe3 HTTPS, a ue HTTP, 1.e. mpu Habope Beb-aapeca
BBOJIM UMeHHO «https://»;
6. B mobunpHOM TestedpoHe oTkiatounm (yHkuio «Ilopkmouenue k Wi-Fi aBromatuuecku». He
JOITyCcKall aBTOMaTHYECKOTO MTOAK/II0UEeHHs yeTporicTBa K ceTam Wi-Fi 6e3 TBoero corsacus.
ConuanpHbIE CETH
ConuasibHble CEeTH AaKTUBHO BXOJIAT B HAIILY KU3Hb, MHOTHE JIIOAY PA0OTAIOT U )KUBYT TaM IIOCTOSHHO, a
B Facebook y:xe 3aperucrpupoBaH MUJLTHAD]T YEJIOBEK, YTO SIBJISIETCS OJTHOU CEAbMOU BCEX KUTEJIEN
IUIaHeThl. MHOTHE 0JIb30BaTeIN He MOHUMAIOT, YTO HHGOpMAaIus, pa3MellleHHas UMH B COIIMAIbHBIX
CeTsAX, MOXKeT ObITh Hali/ieHa U HWCIOJIb30BaHA KEM YTOJIHO, B TOM UHCJIe He 00s3aTeIbHO C OJarumMu
HaMepeHUsIMH.



OcHOBHBIE COBETHI IO OE€30MACHOCTH B COIIMAJIBHBIX CETHX:

1. OrpaHuyYb CIUCOK JIpy3eii. Y TeOs B Ipy3bsIX He JI0JIKHO OBITh CITyYaiiHbIX 1 HE3HAKOMBIX JIIOJIEH;

2. 3auuinayn cBOIo YacTHYIO *ku3Hb. He yka3piBail naposiuy, TesiedOHBI, a/ipeca, aTy TBOETO POKAEHU
U IPYTYIO JIUYHYIO0 HHpOpManuio. 3JI0yMBIIIIJIEHHUKYA MOTYT HCIIOJIb30BaTh Aake NHMOPMALHUIO O TOM,
KaK Thl ¥ TBOU POJIUTENIU IVIAHUPYETE IPOBECTU KAaHUKYJIBI;

3. 3amuInai cBOI PeIyTanuio - JePKU €€ B UMCTOTE U 3a7jlaBail cebe BOIPOC: XOTea OBbI ThI, UTOOBI
ZpYTHE T0JIb30BATEN BHUJIEJH, YTO ThI 3arpy:kaemis? [logymaii, mpexzie 4emM YTO-TO OIyOJIMKOBATh,
HanucaTh U 3arpy3UTh;

4. Ecsiu THI TOBOPUIIIB C JIIOABMH, KOTOPBIX He 3Haelllb, HE HUCIOJIb3yH CBOE peasibHOe UMA U JIPYTYIO
JIMYHYTI0 HHPOPMAIUN: UM, MECTO KUTEJIbCTBA, MECTO YueObl U IIpoUee;

5. 36erait pasmemenusa ¢ororpaduii B IHTepHeTE, T/e Thl n300pakeH Ha MECTHOCTH, 10 KOTOPOU
MOXKHO OIIPEZIeJIUTh TBOE MECTOIIOJIOKEHUE;

6. [Ipu perucrpanuu B COUAIBHON CETH HEOOXOAMMO HCIIOJIH30BATH CJI0KHBIE ITAPOJIU, COCTOSAIINE U3
OykB 1 udp U C KOJITUUYECTBOM 3HAKOB He MeHee 8;

7. JIJIsl CONUAIbHOM CETH, IMOYUTHI U APYTUX CAUTOB HEOOXOITMMO MCIIOJIL30BaTh pa3Hble maposiu. Torma
ecy1u Te0s B3JIOMAIOT, TO 3JI0YMBIIIJIEHHUKHY ITOJIyYaT IOCTYII TOJIBKO K OJHOMY MECTY, a He BO Bce cpasy.
DJIeKTPOHHBIE JEHbIU

OJIEKTPOHHBIE JIEHBTH — 5TO OYE€Hb YIOOHBIN CIIOCOO ILIaTeXkel, OJTHAKO CYIEeCTBYIOT MOIIEHHUKH,
KOTOPBI€e XOTAT IOJIYYUTD 3TH JIEHbI'H.

DeKTPOHHBIE JIeHbI'N MTOABUWINCH COBCEM HEZJABHO M IMEHHO U3-3a 3TOT0 BO MHOTUX I'OCyZlapCTBaX /10
CUX IIOp He IPOIHCAHO PO HUX B 3aKOHAX.

B Poccuu xe oHU QYHKIIMOHUPYIOT U O HUX Y?K€e IIPOIKUCAHO B 3aKOHE, T7e UX Pa3/esaioT Ha HECKOJIBKO
BU/IOB - AaHOHMMHBble U He aHOHUMHble. PazHuIla B TOM, YTO aHOHUMHBIE - 3TO Te, B KOTOPBIX
paspemiaercsi MPOBOAUTH orepanuu 0e3 UAeHTU(DUKANNN I[0Jb30BaTeNsA, a B HEAHOHUMHBIX
nuJleHTUPUKAIIIY 10JIb30BaTeIs ABJsAETCA 00513aTeIbHOM.

Taxoke cemyeT pa3sindaTh 3JIEKTPOHHbIE (UaTHBIE JeHBI'W (PaBHBI T'OCYAAPCTBEHHBIM BAJIIOTaM) U
3JIEKTPOHHbBIE He(UATHBIE JIeHbI'N (He PaBHBI TOCY/IAPCTBEHHBIM BTIOTAM).

OCHOBHBIE COBETHI 110 H€30IIACHON paboTe C 3JIEKTPOHHBIMU JIEHbIaMHU:

1. [TpuBszku K cueTy MOOWJIBHBIN TesedOH. ATO camMblil y/IOOHBIN U OBICTPHINA CIIOCOO BOCCTAHOBUTH
noctyn K cuety. IIpuBs3aHHBIA TesiehOH IMOMOIKET, ecyii 3a0y/iellb CBOU IUIaTeXKHBIA IapOJIb WJIN
3al/Ielb Ha CAUT ¢ HE3HAKOMOTO YCTPOMCTBA;

2. Mcnosnpayit oiHOpa3oBkle naposu. [Tocie mepexosa Ha YCHIEHHYIO aBTOPU3AIHIo TeOe yxe He Oy/ieT
YTPOXKATh OMACHOCTh KPaKU WM IlepexBaTa IIaTeXKHOTO MapoJIs;

3. Beibepu ciioxkHBINM maposib. [IpecTymiHIKaM OyZIeT He ITPOCTO YTaJlaTh CJI0XKHBIN Maposb. HasiexxHbie
MapoJl — 3TO IMAPOJIU, KOTOPBIE COZEPKAT HE MeHee 8 3HAKOB M BKJIIOYAIOT B CeOs CTPOYHBIE U
mpomnucHble OyKBbI, HIU(PHI W HECKOJIBKO CHMBOJIOB, TaKHe Kak B3HaK JoJjulapa, QyHTa,
BOCKJIMIIATEJIbHBIN 3HAK U T.N1. Hanpumep, StROng!;;

4. He BBOZM CBOM JINUHBIE JTAHHBIE HA CAlTaX, KOTOPHIM HE JJOBEPSEIIb.

AJIeKTPOHHAA IIOHTA

DJIeKTPOHHAA NOYTa — 3TO TEXHOJIOTUA U IPEZOCTaBJIsIeMble €10 YCIYTH 10 IepechUIKe U MOJIyUYeHUI0
3JIEKTPOHHBIX COOOIIEHNH, KOTOPBIE PACIPENEIISAIOTCA B KOMIbIOTEPHOU ceTh. OOBIYHO 3JIEKTPOHHBIN
TIOYTOBBIN AIIUK BBITVIAUT CAEAYIOMNM 00pa3oM: UMsI_ITOJIb30BaTEA@UMsI_oMeHa. Takke KpoMme
TepeJiavaul IIPOCTOTO TEKCTA, UMEETCs BO3MOKHOCTh IepeiaBaTh haiIbl.

OcHOBHBIE COBETHI IO Oe30macHON paboTe ¢ 3JIeKTPOHHOMN OYTOM:

1. Hayio BpIOpaTh MpaBUJIBHBIN MOUTOBBIA CEPBUC. B MHTEpHETE €CTh OTPOMHBIN BHIOOpP OeCIIaTHBIX
IIOYTOBBIX CEPBUCOB, O/THAKO JIYUIIIEe IOBEPATH TEM, KOT'O 3HAElb U KTO IIePBBII B PEUTUHTE;

2. He ykaspBali B JIMYHOW TmouTe JINYHYIO wuH@opmanuo. Hampumep, sydine BbIOpaTh
«My3bIKaJIbHBIN__(haHAT@ » WU «POK2013» BMeCTO «TeMal3»;

3. Hcnosb3yil ABYXOSTAlHYI0 aBTOPU3AIMIO. JTO KOTJIa IMOMHMO IIapoJisi HYKHO BBOJIUTH KO,
npucbLIaeMblil mo SMS;

4. Bpibepu COKHBIA TAPOJIb. JIJI Ka)KAOTO MOYTOBOTO SAIIWUKA JOJKEH OBITh CBOW HAJIEKHBIM,
YCTOUYUBBIU K B3JIOMY I1apOJIb;

5. Ecytit ecTh BO3MOKHOCTH HAMMCATh CAMOMY CBOM JINIHBINA BOIIPOC, UCIOIB3YH 3Ty BO3MOKHOCTD;

6. Vcnosb3yil HECKOJIBKO ITOYTOBBIX SIIUKOB. IlepBBI Aj11 YacTHOU IEPENUCKU C ajpecaTaMu,
KOTOPBIM THI JIOBepsellb. JTO 3JEKTPOHHBIA ajJjpec He HAJI0 HCIOJb30BaTh IPU PETUCTPAIUU Ha
dopymax u cantax;

7. He oTkppiBail paiyiel U Apyrue BJIOKEHUA B IMHUChMAaX JlaXKe €CJIM OHU MPUILIU OT TBOUX APY3eu.
Jlydiiie yTOYHH y HUX, OTIIPABJISLJIN JIM OHU Tebe 3TU (paiiisr;



8. Ilocsie okoHUaHUA pabOTHI HA ITOYTOBOM CEPBUCE Iepe]l 3aKPhITUEM BKJIAJIKU C caliTOM He 3a0y/b
HaKaTh HA « BpIATH ».
Ku6epOysyiiHT Wik BUPTYaJIbHOE U3/1€BATEIBCTBO

KubepOy/utiHT — TIpecjieZloBaHUE COOOIIEHUSIMHU, COAEPIKAINIMMHU OCKODOJIEHUs, arpeccuio,
3alyruBaHUe; XyJUTAHCTBO; COIIMAJIbHOE OOWNKOTHPOBAaHME C TIOMOINBIO PA3IUIHBIX HWHTEPHET-
CEPBUCOB.

OcHOBHBIE COBETHI 110 OOPBHOE ¢ KNOEPOYITTMHTOM:

1. He 6pocatica B 60ii. JIyuiuii cioco0: MOCOBETOBATHCS KakK ce0sI BECTH U, €CJTU HET TOTO, K KOMY MOKHO
o0paTuThes, TO BHAYAJIE YCIIOKOUThCA. ECu Thl HAYHENIb OTBEYATh OCKOPOJIEHUSAME Ha OCKOPOJIeHHU I,
TO TOJIBKO el1le OOJIbIIIE Pa30skKIKelTb KOHDIIUKT;

2. YrpasJisaii cBoel kubeppelryTaueni;

3. AHOHUMHOCTh B ceTu MHHMAafA. CyIIeCTBYIOT CIOCOOBI BBIICHUTH, KTO CTOUT 32 AHOHUMHBIM
aKKayHTOM;

4. He crout BecTu Xysauranckuii o0pa3 BUPTYaIbHOM KU3HU. IHTepHeT GUKCUPYET Bce TBOU JIeUCTBUA
U COXpaHsAeT UX. YAAJIUTH UX OyJieT KpaliHe 3aTPYAHUTEIBHO;

5. Cobutio/1ali CBOM BUPTYaAJIbHYIO YECTH CMOJIOY;

6. Urnopupyil enmHuuHbli HeraTuB. OJIHOpa30Bble OCKOPOUTEIbHBIE COOOIIEHUS JIydllle
urHopupoBaTh. OOBIUHO arpeccus MpeKpallaeTcs Ha HAYaJIbHOHN CTa/IUH;

7. Ban arpeccopa. B mporpammax oOMeHa MTHOBEHHBIMU COOOIIEHHUSMU, B COIIMAIBHBIX CETAX €CTh
BO3MOXKHOCTH OJIOKHPOBKU OTIIPABKH COOOIIEHU C OIIPE/IETIEHHBIX aJIPECOB;

8. Ecsu TBI cBUzieTesnh KubepOysinHra. TBoU AeHCTBUA: BBICTYIUTH IIPOTUB MIPeCJie/IoBaTesd, TOKa3aTh
€My, YTO €ero JeWCTBUsS OIEHUBAIOTCS HEraTUBHO, IOJIJIep:KaTh JKEPTBY, KOTOPOM HYKHA
MICUXOJIOTUYECKAs IIOMOIIb, COOOIIUTH B3POCIBIM O (DaKTe arpecCUBHOTO MTOBEJIEHUS B CETH.
MoO6wibHBIH TestedhOH

CoBpeMmeHHbIe cMapTGHOHBI U IUIAHIIETHI CO/IEPKAT B cebe BIIOTHE B3POCIBbIN (DYHKIIMOHAT, U TENEPh
OHU MOTYT KOHKYPHUPOBATh CO CTAI[MOHAPHBIMU KoMIbloTepaMu. OAHAKO, CPEACTB 3alUTHI JJIA
MOA00HBIX YCTPOUCTB MOKA OUeHb MaJsio. TecTUpoBaHUe U IOUCK YA3BUMOCTEN B HUX IIPOUCXO/IUT HE TaK
WHTEHCHUBHO, Kak 771 [1K, To ke camoe kacaeTcsi 1 MOOMJIBHBIX IIPUJIOKEHUN.

CoBpeMeHHbIE MOOWIbHBIE Opay3ephl y:Ke IMPAKTUYECKU JIOTHAJIW HACTOJIbHBIE aHAJIOTH, OJHAKO
pacmupenue GyHKIIMOHAJIA BeUYeT 32 cOO0U OOJIBIIYIO CJI0KHOCTh M MEHBIIIYIO 3AITUIIIEHHOCTb.
Jlajieko He Bce MPOM3BOAUTEIH BBIITYCKAIOT 0OHOBJIEHN S, 3aKPBIBAIOIINE€ KDUTHUYECKHE YSI3BUMOCTH JJIs1
CBOUX YCTPOMCTB.

OcHOBHBIE COBETHI 7151 0€30TIaCHOCTH MOOMJILHOTO TesiepoHa:

1. Huuero He sBjgeTcs no-HacrosmeMy beciuiaTHbIM. Byib 0cTOpOXKeEH, Be/lb KOT/Ia Tebe Mpe/jiaraioT
OecCIUIaTHBIN KOHTEHT, B HEM MOTYT OBITh CKPBITHI KAKHE-TO IJIaTHbIE YCIIYTH;

2. [Tymaii, mpexze ueMm oTupaBuTh SMS, oto v Buzeo. Thl TOUHO 3HAEIITD, T7ie OHU OY/IyT B KOHEYHOM
urore?

3. Heo6xoaumo 06HOBJIATH ONEPAIIIOHHYIO CHCTEMY TBOETO CMapTQOHa;

4. Vlcrionb3yit aHTUBUPYCHBIE TPOTPAMMBI 7151 MOOMJIBHBIX TeIe(OHOB;

5. He 3arpy:xail IpuIoKeHUsA OT HEU3BECTHOTO UCTOUYHHUKA, BEb OHU MOTYT CO/Iep:KaTh BPEJOHOCHOE
IIporpaMMHOe o0ecIieueHue;

6. Ilocse Toro Kak ThHI BBIUJENIb C CAWTa, IZle BBOAWI JIMUHYI0O MH(MOpPMALUIO, 3al/I1 B HACTPOUKU
Opaysepa u yzaanu cookies;

7. Ilepuogruecku MpoBepsi Kakue MJIaTHbIE YCJIyTH aKTUBUPOBAHbI HA TBOEM HOMeEDeE;

8. laBaii cBOIl HOMEP MOOMJIBHOTO TeIeOHA TOJIHKO JIFO/ISIM, KOTOPBIX ThI 3HAEIIh U KOMY JIOBEDSIEIIIb;
9. Bluetooth gosyxen ObITh BRIKIIOUEH, KOT/IA THI UM HE MOJIb3yelbes. He 3a0b1Bail MHOT/IA TPOBEPSATH
3TO.

Online urpsr

CoBpeMeHHbIEe OHJIAHH-UTPHI - TO KPACOUHbIE, 3aXBaThIBAIOIINE PA3BIeUeHHUs], 00 BEUHAIONINE COTHU
THICAY 4YeJOBeK IO BceMy MUpy. Urpoku ucejieayoT JAaHHBIM UM MHUpP, OOIIAIOTCA JIPYT € APYTOM,
BBITNIOJIHAIOT 33/IaHUA, CPAXKAIOTCA ¢ MOHCTPAMHU M IOJIYyYarOT OMBIT. 3a YZI0BOJIBCTBHE OHU ILJIATAT:
MTOKYTIAIOT JIUCK, OIUIAYUBAIOT a00OHEMEHT WJIM PHUOOPETAIOT KAKHEe-TO OIIIUH.

Bce aTu cpeicTBa HMAYT Ha TOJJIep)KaHHE W Pa3BUTHE WIPBI, a TAaKXKe Ha camMy Oe30MacHOCTH:
COBEPIIIEHCTBYIOTCSA CHUCTEMBI aBTOPHU3AIHH, BBIIYCKAIOTCA HOBBbIE maTtuu (mu@poBble 3amiaTKU AJIs
IIpOrpaMm), 3aKpbIBAIOTCA YA3BUMOCTU CEPBEPOB.

B 1o00HBIX UTPAX CTOUT OIACATHCA HE CTOJIBKO CBOUX COIIEPHUKOB, CKOJIBKO KPaKU TBOETO MapoJif, Ha
KOTOPOM OCHOBaHAa CHCTeMa aBTOpU3aI[UU OOJIBIINHCTBA UTP.

OcCHOBHBIE COBETHI 110 O€30TIaCHOCTH TBOETO UTPOBOTO aKKAYHTA:



1. Ecoiu apyroii urpok BejieT cebs MI0X0 WM cOo3/1aeT Tede HEIPUATHOCTH, 3a0JIOKUPYH ero B CIUCKe
WUTPOKOB;

2. [Toxkamyiica aqMUHHUCTPAaTOpaM UIPHI Ha IJIOX0e II0BeJleHUe 3TOTO UTPOKA, XKeJIaTeJIbHO IIPUJIOKUTD
KaKue-TO JI0Ka3aTebCTBA B BU/IE CKDHUHOB,

3. He ykassbiBaii inuHyio nHpopMaIuio B npodaiisie Urpsi;

4. YBakail IpyTux y9aCTHUKOB I10 UTPE;

5. He ycranaBiuBali HeopunmaaibHble IaTUYU U MOJIbI;

6. Mcnosib3yl cj10:KHBIE 1 Pa3Hble I1apOJIH;

7. Jlaxke BO BpeMs UTPHI HE CTOUT OTKJII0YaTh aHTUBUPYC. [Toka ThI urpaelb, TBOM KOMIIBIOTEP MOTYT
3apas3uTh.

QUIIMHT WK KpaXka JIMYHBIX JAHHBIX

OOBIUHOM KpaXKkel JIeHeT U TJOKYMEHTOB CETO/[H: y>Ke HUKOTO He y/IMBUIID, HO C PA3BUTUEM UHTEPHET-
TEXHOJIOTUH 37I0YMBIIIJIEHHUKY ITEPEMECTUIINCH B UHTEPHET, U ITPO/IOJKAIOT 3aHUMAThCSA «JTIOOMMBIM »
J1eJIOM.

Tak mosiBUach HOBasg yrpo3a: MHTEPHET-MOIIEHHUYECTBA WJIN (UIIUHT, ITJIaBHASA IeJIb KOTOPOTO
COCTOUT B MOJIyYeHHU KOH(QUIEHIINAIbHBIX JAHHBIX II0JIb30BaTeJIel — JIOTMHOB W mapoJsieii. Ha
aHTJIUICKOM s3bIKe phishing unraercs kak pumuar (oT fishing — priOHas s1oBiis1, password — maposin).
OCHOBHBIE COBETHI 110 60phOE ¢ GUITUHTOM:

1. Ciemu 3a cBouM akkayHTOM. Ecium Thl mojio3peBaelb, YTO TBOsS aHKeTa ObLIA B3JIOMaHa, TO
HeoOX0MMO 3a0JIOKMPOBATD €€ U COODIIUTH a/IMIHUCTPATOPAM pecypca 00 3TOM KaK MOXKHO CKOpeE;
2. Mcnosnpayii 6e30macHbie BeO-CalThl, B TOM UHCJIE, THTEPHET-Mara3nHOB U ITOMCKOBBIX CUCTEM;

3. Ucmonp3y#l ciokHble HW pa3Hble mnapoiau. Takum obpaszoM, eciu TebOA B3JIOMAIOT, TO
3JI0YMBIIIJIEHHUKY MOJIy4aT JOCTYII TOJIBKO K OJHOMY TBOeMY IIPO(]UIIIO B CETH, a HE KO BCEM;

4. Eciu Tebs1 B3710MaIIH, TO HEOOXOUMO MPEAYIIPENUTD BCEX CBOUX 3HAKOMBIX, KOTOPBIE JI00aBJIEHBI y
TeOs B IPY3BSX, O TOM, UYTO TeDS B3JIOMAJIU U, BO3MOXKHO, OT TBOETO UMEHU OY/IET PAcChUIATHCS CIaM U
CCBUIIKU Ha (DUILIMHTOBBIE CATHI;

5. YcraHoBH HajieskHbIN 11apostb (PIN) Ha MOOMIBHBIN TetedOH;

6. OTKII0YU cOXpaHEeHUe [1apoJisd B Opaysepe;

7. He oTkppIBail (aiyiel U Apyrue BIOKEHUA B MHUCbMAaX /IaXKe eCcJIM OHU MPUILIU OT TBOUX APY3eu.
Jlydiie yTOUHH y HUX, OTIIPABJISAJIN JIM OHU Tebe 3TU (pailyibl.

[Mudposas penyranus

[udpoBad pemyranusa - 3TO HeraTWUBHAsA WJINM TNO3UTHBHAs wuWHoOpManus B ceTu O Tebe.
Komnpomerupyomasa uHopmanus pasMellleHHas B HWHTEPHETE MOXKET CepPbe3HBIM 00pa3om
OTpasuTbCA Ha TBOEW peasibHOU Xu3HU. «IludpoBas pemyranus» - 3TO TBOU HUMUJIK, KOTOPBIN
dopmupyercs n3 undopmaruu o Tebe B UHTEPHETE.

TBOe MecTO KUTEeJIbCTBA, YUebbl, TBOe PUHAHCOBOE MOJI0KEHNE, 0COOEHHOCTH XapaKTepa U paccKasbl O
OJTM3KUX - BCE 3TO HAKAILJIUBAETCS B CETH.

MHor#He MOoIPOCTKY JIETKOMBICJIEHHO OTHOCATCA K ITyOIMKaIuu JINYHOU nHopManuu B IHTepHETE, HE
MIOHUMAas BO3MOXKHBIX MocjaeAcTBUM. Thl ake He CMOXKeIIb J0TaZilaTbCsl O TOM, 4uTO (oTorpadus,
pa3MelnieHHas 5 JIeT Ha3aJ, cTajla IPUYUHON 0TKa3a MPUHATH TeOs Ha paboTy.

KommeHnTapuu, pa3MeliieHne TBoux dororpaduii u Apyrue AeicTBUA MOTYT He MCUE3HYTH JaKe Iocje
TOTO, KaK ThI UX y/IaIUIIb. Thl HEe 3HAEIIb, KTO COXPAHWI 3TY UH(OPMAIHIO, II0Iajia JIK OHA B IOMCKOBBIE
CUCTEMBI ¥ COXPAaHUJIACh JIM OHA, a TJIABHOE: UTO MOAYMAIOT 0 TeOe OKpysKalolllee JIIOA1, KOTOpble HAal/IyT
U yBUAAT 5T0. HaliTy mHGOPMANHIO MHOTO JIET CIIYCTS CMOXKET JII000H - KaK U3 JIOOPBIX MOOYKAEHUH,
TaK ¥ C HaMepeHUueM NPUUYUHUTH Bpel. ITO MOKET ObITh KTO YTOHO.

OcHOBHBIE COBETHI O 3a1UTe NUGPPOBON pelyTaIuu:

1. [Togymaii, mpek/ie UeM 4TO-TO ITyOJIUKOBATh U MEPeIaBaTh y cebsi B 0J10Te WX B COIHMAIBHOU CETH;
2. B HacTpoiikax mpodusis ycTaHOBU OTPAHUYEHUS HA IIPOCMOTP TBOErO MPOQUIIA U €r0 COAEPKIMOTO,
c/ieJiail ero TOJIBKO «JIJISI IPy3€eii»;

3. He pa3mertnaii u He yka3piBail ”HGOPMAIIUIO, KOTOPAasA MOKET KOTO-JINO0 OCKOPOJIATh MU O0MKATh.
ABTOpCKOE IPaBO

CoBpeMeHHbIE IKOJBHUKU- aKTUBHBIE MIOJIb30BaTeIU MU(POBOTO MpocTpaHcTBa. OTHAKO JTAJIEKO He
BCe 3HAIOT, YTO M0JIb30BaHHE MHOTUMHU BO3MOKHOCTSAMU IU(PPOBOTO MHUpPa TpeOyeT COOTI0/IeH s IIPaB
Ha UHTEJUJIEKTYJTbHYI0 COOCTBEHHOCTb.

TepMUH «UHTEJUIEKTyaIbHAsE COOCTBEHHOCTh» OTHOCHUTCS K PA3JIMYHBIM TBOPEHUSM YEJIOBEUECKOTO
yMa, HaunHas ¢ HOBBIX U300peTeHUl U 3HaKOB, 0003HAYAIOIINX COOCTBEHHOCTh Ha IPOAYKTHI U YCIIYTU
, 1 3aKaH4YMBasA KHUTraMu, ¢potorpaduamu, KHHOGUWIbMaMU U My3bIKaJIbHBIMU IIPOU3BE/IEHUAMU.
ABTOpCKHE TIpaBa - 5TO MpaBa HAa WHTEJUJIEKTYaJIbHYI0 COOCTBEHHOCTh Ha TPOU3BEJEHUS HAYKH,
JIUTEPATYphl U HCKyCcCTBA. ABTODCKHE TIIpaBa BBICTYNAIOT B KauyecTBE TapaHTUM TOTO, UTO



VHTeJJIEKTYaJIbHBIN/TBOPUECKUU TpyZ, aBTopa He OyZeT HaIlpacHbIM, JacT eMy CIIpaBefjIiBbIe
BO3MOXKHOCTH 3apaboTaTh Ha pe3yJIbTaTax CBOEro TPy/a, MOJyUYUTh U3BECTHOCTDh U NMpu3HaHue. HuKkTo
6e3 paspellleHHs aBTOpa He MOXKeT BOCIIPOU3BOJUTDH €r0 IIPOU3BE/IEHNE, PACIIPOCTPAHATD, ITyOJIUYHO
JEMOHCTPUPOBATh, IMPOJlaBaTh, UMIIOPTUPOBATh, IIyCKAaTh B IPOKAT, IyOJIUYHO UCIIOJTHATS,
MOKa3bIBaTh/UCIIOJHATH B 3¢Upe WiIn pa3MelaTs B IHTepHeTe.

Mcnosip30BaHUe «IIUPATCKOTO» IIPOTPAMMHOTO ObecrieueHnss MOXKeT IIPUBECTH K MHOTUM PHUCKaM: OT
IIOTEPU JAHHBIX K TBOMM aKKayHTaM 0 OJIOKMPOBKH TBOETO YCTPOMCTBA, I7le YCTAHOBJIEHHBIN He
JlerasibHasg mporpamMMa. He crouT Takke 3a0bIBaTh, UTO CYIIECTBYET JIeTaJbHble U OeCIIaTHBIE
IIPOTPaMMBbI, KOTOPBbIE MOXKHO HAUTH B CETH.

O noprasne

CeTeBUYOK.p(] - TBOU TIJIABHBIN COBETYUK B CETH. 37|eCh Thl MOKEIIb Y3HATh O O€30MMaCHOCTH B CETU
MOHATHBIM U JIOCTYIIHBIM $SI3BIKOM, & IPU BO3HUKHOBEHUM KPUTUYECKOU CUTyallld OOpaTUTHCA 3a
COBETOM. A TaK)Ke IMPUHSATD YIaCTHE B KOHKYPCax U CTaTh CAMbIM IU(MPOBHIM IrPAKAaHUHOM!



